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ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=@® & @ Hcom header.s=s1024 header .b=Kud4KVjH+;
spf=pass (google.com: domain of return.eid44fb8629.jobfmail.neweredm.com
designates 61.218.78.239 as permitted sender)
smtp.mailfrom=Return.EID44fb8629.Jobfmail.neweredm.com; HHEHS
dmarc=pass (p=NONE sp=NONE dis=NONE) header.from= - .com
| Return-Path: <Return.EID44fb8629.Jobémail.neweredm.com> |
Received: from b239.neweredm.com (b239.neweredm.com. [61.218.78.239])
by mx.google.com with ESMTPS id p35-
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M) 1Rene | InterScan™ Messaging Security Virtual Appliance

L Page key d Type
Type [ Message tracking v |[IMSVA data only v
Dashboard s [ ! —
) |09/26/ |EE)00 v[59 v, [09/27/ |E 17 v|59 v|
System Status Dates: ' to = - :
mm/dd/yyyy hh mm mm/dd/yyyy hh mm

Cloud Pre-Filter

» Policy Subject: | |

» Sender Filtering Message ID: | |

» Reports Sender: ‘ |

~ Logs Recipient: \ WS = 15 36 3 |
Log Query ZF 21| O Q) Attachment(s): | |
Log Settings Use semi- colons to separate multiple search items in Recnment and Attachment fields
Syslog Settings Type any keyword to specify an exact match. Use an asterisk "*" for a partial match. For example, specifying "*username”

» Mail Areas & Queues searches for any character string that ends with "username”.

» Administration ‘ Display Log ‘
Message Tracking Results per page: |15 v |
(=4 Print current page [»jExport to CSV 1-150f 100 M «Page[1v]| » u
Timestamp ~ Sender Recipient(s) Subject Last Policy Action
Return.EID4572194 ACAT
Z9E275 T4 05:34:01  8.Job@mail.newere z:ziz? IMIVA scanand
dm.com
Return.EID4571b55
£95278 T4 03:58:05 0.Job@mail.newere zzzii(: IR VA scdnand
dm.com

Return.EID4571aed
Z9E278 T4 03:19:22 f.Job@ Bounced , HandOff

mEEHA/EEASE i’ 15

Return.EID4571ad4
VEQF278 T4 02:18:48 a.Job@ Bounced , HandOff

REH AR EBS E 15

Return.EID4571aca
=9E275 T4 02:02:31 f.Job@mail.newered
m.com

Passed IMSVA scan and
deliver
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Enhanced Anti-Spoofing Feature

IMSVA contains Anti-Spoofing filter, it can detects and taks action on a message that has the sender domain

that is the same as the recipient(s) domain, and the message does not come from an internal IP address.
This will only check envelope address.

In order to check both envelope address and mail header address as following chart, administror can create a

rule to check both anti-spoofing filter and mail header address.

p
Kl Follow TCP Stream

Stream Content

220 ESMTP IMSVA
HELO MI-Bryan-xu
250 imsva85. bryan. com

MAIL FROM:bryan_xufgg. com

250 2.1.0 gky - I Envelope Address l
RCPT TO:bryan_xu@corelab.cn

250 2.1.5 ok

DATA
354 End data with <CR><lF>.<CR><l F>

|| From: "Testl" «testl@corelab.cn>
To: "Bryan xu" <bryan_xu@corelab.cn= Header Address
cihiart = tast nnt

Assume domain is corelab.cn, the related rule could be set as below:

1. Click Plicy = Keywords & Expression, and create a new keyword expression “From” as below:

List name:

Match: Any specified E|

|]i Add ﬁ Delete
) Case
[F Keywords/regular expressions sensitive
[ | @corelab.cn , [
2. Create a new incoming rule (Other type), from Anyone to *@corelab.cn;
( © 2013 Trend Micro Inc. 43
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Policy List = New Rule

¥ Step 1: Select Recipients and Senders + + + Step .

This rule will apply t( inComing messages 2 |E|

< Previous [ Mext = ] [ Cancel ]
To Recipients
From Senders
Exceptions Sender to Recipient

incoming

to *=@corelab.cn

3. For Scanning Conditions, use default “any condition matched (OR)”, and select “Header keyword
expressions” & “Spoofed internal messages” filter.

Step 1 »»» Step 2: Select Scanning Conditions

Take rule action whe{ any condition matched {C}Rigi

< Previous ] [ Mext = ] [ Cancel ]

( © 2013 Trend Micro Inc. 44 )
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Content

Subject keyword expressions

Subject is blank

OO O

Body kevword expressions

<]

Header keyword expressions

O

Attachment content kevword expressions

Compliance

[ Compliance templates

Others

[ Mumber of recipients is :=~|E| 50

Received time range

a O

Unable to decrypt messages

<]

Spoofed internal messages

4. For “Header keyword expressions” filter, check From header, and use the keyword expression “From”

that created in Step 1.

Specified headers match
[T subject

@

[ To

Elcc
] other

(Use a semicolon () to separate the value)

Available Selected

[ Add ] [ Edit ] [ Copy ] [ Delete ]

Profanity - .‘W

HOAXES

1. For “Spoofed internal messages” filter, set the Trusted Internal IP, we usually need to add mail server
IP as Trusted Internal IP. IMSVA will not checking the mails from listed IP addresses.

2. Set the action as want, such as quarantine the mail.

( © 2013 Trend Micro Inc. 45
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3. Set the rule name & rule order number, such as set rule name “Anti Spoofing Rule”. Rule summary info

as below chart:

Policy List = Rule Summary

[ Save ] [ Cancel ]

Rule ™| Notes '

Enable

Rule Name: Anti Spoofing Rule
Order

Mumber: 10

If recipients and senders are
incaming

to =@corelab.cn
AND

from anyone

And scanning conditions match

Specified Header matches .
OR
Spoofed internal messages

Then action is

Quarantine message

1. Doing some testing to make sure this rule works fine.

o Insert disclaimer for outgoing email messages

Email disclaimer usually been practiced as a standard in corporate email messaging systems.

Administrators can generate disclaimer referring to following steps.

1.1.

1.2.
1.3.

1.4.

On IMSVA web console, click Policy = Stamps, add a “Disclaimet” stamp.
Click Policy = Policy List, add a new outgoing rule (other type), from internal domain to anyone.
Leave blank for “Scanning Conditions” setting.

For “Action” part, select “Do not intercept messages” and “Insert stamp in body”, and use

“Disclaimer” as stamp.

( © 2013 Trend Micro Inc.
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Insert stamp in body |E|

2. Save the rule with name “Disclaimer”. Rule summary info as below chart:

Rule ™| Notes

Enable

Rule Name: |Disclaimer
Order

Number: 11

If recipients and senders are
outgoing
to Anyone
AND
from =@corelab.cn

And scanning conditions match

Then action is

Insert stamp in body

3. Doing some testing to make sure the rule works fine.

( © 2013 Trend Micro Inc. 47
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